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Fingerprint Authentication System in Banking
Transaction

Nguyen Tran Lan Anh, Phan Thi My Dung, and Pham The Bau

Faculty of Mathematics and Computer Science
University of Science, Ho Chi Minh Cily
{nguyen. tran.lan.anh, dungptmy | @gmail.com, pthac@hemus.edu.vo

Abstract, In this paper. we invoduce a combination of fingerprint
authentication and data encrypiion o build a real time sysiem in online
banking transaction. To serve this purpose, our system has four modules:
imagre enhancement, minutioe exiraction, data encryprion and fingerpring
authenticavion. At the beginning, we enhianced the fingerprint imoaye based
on the Caabor filter. Mexd, minutiae of fingerprint, or femture vector, was
extracted and postprocessed lo remove the false. Finally, i was
authenficated with template vectors stored in the database. Furthermore,
o secure the data transmission, we applied symmetric-key cryptography
fey encrypt and decrypt these vectors. In the experiments. we llave tested
our system in two different databases and bad an effectiveness of aecuracy
ahed processing time.

Keywords — fingerprint, authentication, minulise extraclion, banking transaction,
advanced encrypiion standard.

1 Introduction

Together with the development of Inlernet and world economy, online transaction
heeomes more popular every day. Banking is one of fields which use this method a lot
to develop their business in the widespread way around the world. Although it is fast
and user-friendly. it 1% not really too safe to withdraw or forward a sum of money,
Many works have been done in the field of biometric authentication based on
fingerprint, iris, voice and flace. To be wsed in a real context for banking.
authentication, there are researches on fingerprint based biometric system. Because
fingerprint is unique, inmulable and nol casy o fake, 1t solved a lot of sccunty
problems or matenial aspects i a simple and quick way [1]. It helps customers not to
remember the PTN or be worry abowt ATM credit card steal if they have many credil
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2 Fingerprint Authentication System in Banking Transaction

cards at many different bunks. Moreover, its security is increased significantly since
only the owner has an ability to access his‘her own account.

Many approaches and techmques to solve separate stages of fingerprint have
been developed [1]. [2]. Most image enhancement methods arc morphological
transform [3], [4]). dyadic scale-space [5], or Gabor filter [6], [7]. When exteacting
feature vectors, the minutiac are always found on thinning [8], [9] or gray-scale
images [10], [11]. In authentication stage, all of techniques are buscd on the propertics
of ridges [14], or local features [13]. However. their combination to construct a
complete system is still a challenge to researchers for acceptable processing time and
high security.

Motivated by the desire o provide users a capable fingerprint authentication
system. recently there are some banks applying this system in their business while
they saved the owners’ fingerprint dircetly in their cards. Different from them, we
proposed a combination and some improvements w create an online authentication
between transaction points and the host computer placed at the headquarters of the
bank. It makes our system achieve higher security, better accuracy and acceptable
processing time than others now.

2 System Overview

We built a real-time fingerprint authentication system which was divided into two
parts at two places: transaction points and headquarters. In general, given an input
fingerprint image from the scanner, this idea is as follows:

* At the transaction point: enhance the quality of the input image, extract all
minutiae, encrypt as an output data, and transfer w the server.

* At the headguarters: decrypt Lhe input data, match with owner’s account’s
fcature vectors stored in the database, and return the final result.

(EEESTS-May 2011
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Diagram 1. Operation model of fingerprint authentication system in banking
transaction

3} Fingerprint Authentication System

In this paper, we separated our system into four modules to make it more convenient
tor users to be able to change their approach easily if they want.

3.1 Image Enhancement

The performance of automatic fingerprinl authentication depends heavily on the
gualily of the input [1]. However, most of fingerprint images aren’t good enough to
extract minutiae exactly and directly because of skin conditions, sensor noise,
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4 Fingerprint Authentication System in Banking Transaction

incorrect finger pressure, and inherently low-quality tingers. So. the enhancement step
is needed to improve its quality. In our fingerprint authentication svstemn (FAS), we
chose a method using Gabor filter employed by Hong et al. [6]. It is an even-
symmetric filter which can performs a low-pass filtering along the ridge oricntation
and a band-pass filtering orthogonal to the ridge orientation. Since it has uptimal Joil
resolution in both spatial and frequency domain, it can efficiently remove the
undesired noise, preserve the true ridge and valley structures. After enhancement, to
extract features of fingerprint more easily, we decided o hinaries and thin the input
image.

Before that, we applied a scgmentation siep to enclose the region of lingerprint
and get its boundary exactly in the image by combining some morphological methods
such as crosion, area opening and holes filling. Relying on that, we can edit out the
maximum background which docsn’t contain the fingerprint region. As a result, we
decreased the size of the image to help our system reduce the processing time in next
steps.

3.2 Feature Exiraction

Many authentication techniques are based on mioutiac matching [1]. The
minutiag, which are the local discontinuitics in the ridge flow, provide the features
that are uscd for identification, There are two main types of minuliac, ridge endingy
and bifurcations.

BGESTS-May 2011



GESTS Int'l Trans. Computer Science and Engr., Vol.64, No.1 5§

Segmentation

B

Nurmaliza[iuni

Orientation
Image Tistimation

1
|
]
1
[
]
* ]

Frequency Image
TMstimation

IU'

Enhanced Image
=] a. =
i Filtering
g, ———
B

Binarization

—-—-""H--' "'.
e 4
¢

Eldge ending Ridge bifuscsrion

N ———

wnrerangp *Sepy

Figure 1. The minutiac of 4 fingerprint: (a) Defined by its orientation and location;
{b)In the fingerprint
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6 Fingerprint Authentication System in Banking Transaction

The extraction step is as important as other steps. If our system doesn’t do
extract all minutiae precisely and sufficiently, its accuracy will not be high. So, we
split this step into two parts: extract coarse minutiae and remove the [alse. Tn the first
part, we applied the most commonly employed method, which is Crossing Number
(CN) concept [18]. The minutiac are extracted by scammning the eight-connected
neighborhood of each foreground pixel in the image using a 3 x 3 window. The CN
value is then computed. At first, if this value is 1, this pixel will be a ridge ending.
Otherwise, if this value iz 3, it will be a ridge bifurcation. After that, the system saves
all its details such as the type, orientation, and location to create a feature vector {its
size is n = 4).

Next part is to remove the false minutiae. We chose the algorithm employed by
Tico and Kuosmanen [15] as the first step. However, it cannot absolutely reject the
false which are at the beginning and the ending of a ridge. Thus, we add an
improvement to do that. When segmenting the input, the system can get the accurate
boundary of the fingerprint region by morphology. So, after checking by Tico and
Kuosmanen algorithm, we will find the pixel which is in the boundary and the nearest
to this minutia. If the distance between two pixels is smaller than a threshold, it will
be considered as a false minutia at the beginning or the ending of the ridge.

JEL
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&
-

400
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() ®)
Figure 2. The minutiag are marked in a fingerprint image: (a) Coarse minutiac are
extracted:
(b)The false minutiac are removed
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3.3 Fingerprint Authentication

In banking tranzaction, when a customer registers a new account, he'she will
have its id and give the bank histher Ongerprinl images of the same finger, which s
comsidered as its password. Therefore, fingerprint authentication refers to the method
of matching the werified one with the known one of owner’s account. FAS will
perform a comparison belween the verified feature vector with template vectors,
which is encrypted and stored in database. It means that we have pairs of feature
vectors. In this module, there are two stages: alignment and match.

To find maximum percent of matching one pair, it is necessary to align two
vectors first. Alignment builds a new axis from two reference points by determining
trnsformation parameters {Ax, Ay, A#) , where Ax, Ay are the adjustable distances in
x-axis and y-axis, and A& is the rotate angle. These reference points are the two-
minutia pair having the same value type and near distance. Because all minutiae play
the same role in the feature vector, each pair can be chosen as reference points. It s
really time consuming. Therefore, we suggested using the k-d tree method [17] to find
three minutiae from template vector which have the nearest distance with the minutia
being selected in verified vector. Although this improvement isn't considerable, it
helpad reduce the large computation complexity. After all parameters are determined,
these remaining minutiae are translated and rotated as the following formula 1.

Xp _ new cos@ —sin@ 0) | % —Ax
y; _new |=| sin@ cos@ O *| y.—Ay 4
& _new 0 0 1 0, A6

Where (x;, v;, &) :the original coordinate, (x; _new, y; _new,d; _new) : the

new coordinate, { Ax, Ay, Ad) © transformation parameters.

After aligning all of them, two feature vectors are matched by using elastic
malch algorithm W0 count the matched minutiac pairs by assuming two minutize
having the same type, nearly same position and direction are identical [1]. The match
result is maximum matched percent. The [nal result for two lngerprints will be the
average of these matched percent of these pairs of feature vectors. Tf the percent is
larger than a pre-specified threshold, the two fingerprints are from the same finger.

©GESTS-May 2011



8 Fingerprint Authentication System in Banking Transaction

6.4 Data Encryption and Decryption with AES

Security 15 a great necessity to transfer dala through the internet. There are
several ways to guarantee the operation of these authentication systems. Cryptography
is one option and used very popularly. According to Tran Minh Triet's PhD thesis
“Rescarch and develop information security methods based on AES™ [16] in
Computer Science, Vietnamese language, we used the Advanced Encryption Standard
algorithm (AES) to implement the data enerypuion module to help securc data
transactions in this syslem.

AES algorithm is a symmetric block cipher. It is capable of using cryptographic
keys of 128, 192, and 256 bits to encrypt and decrypt data safely in blocks of 128 bits.
It iz designed to be fast, unbreakable, and able to support even Lhe smallest computing
device. Thus. it is suitable for banking transaction. Since AES is a public key
cryplography, the security of keys is very important. ‘Therefore, the key cannot be
stored or transterred. This system generated two same keys from transaction time 1o
be used in data encryption module at the transaction point both the server of the
headguarters.

4 Experimental Results

We made the test in our PC Core 2 Duo CPU T5500, RAM 512M, and Windows XP
SP3 on the Matlab B2008a programming environment. We collected the fingerprint
database from DB FP* including 46 people’s fingerprints and from UareU
(http://ai.pku.edu.cn/biometrics2007 fingerprintlib/) including 64 people’s
fingerprints with 4 images of the same finger per person. From the experimental
results, we chose T, the threshold 1o decide whether two fingerprnints are the same, 10
be egual 3.5 for the best result with high accuracy, small false rates (FAR: False
Acceptance Rale; FRR: False Rejection Rate}, and the average time is approximate 3
seconds.

Table 1. The result comparison of 2 databases with different thresholds,

"DB_FP |
LarelU

'l

E©GESTS-May 2011
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DB FP 93.48 652 | 217 | 28565 |
Uarell BY.06 10.94 781 | 16701 |
' T=04 E
DB FP | 8696 | 13.04 | 0.00 | 28552 |
Uarell 73.44 656 | 6.52 1.6600 |
T=045 s
| DB FP | R6.96 13.04 | 000 | 28533
Uarel 68.75 3125 | 156 1.6685
L Y |
DB_FP 86.96 13.04 | 000 | 28533
UareU |  65.63 3438 | 0.00 1.6702
T =055
DB_FP 69.57 3043 | 000 | 28114
UareU 65.63 3438 | 0.00 1.6687

5 Conclusion

We have developed a good system combining the fingerprint authentication and
cryptographic algorithm to online banking transactions which consists of four parts:
image enhancement, feature extraction, data encryption and fingerprint authentication,
With some improvements which maybe inconsiderable but really effective, our FAS
satisfied the high accuracy, the reliable security and the processing time. Furthermore,
our system can be suitable for all kinds of online transaction, not only banking
transaction since its four modules made it be flexible in various environments.
However, it is still needed to limit the dependence of our FAS on experimental
thresholds.
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