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he rapidly increasing attention regarding drone privacy and security issues requires a robust solution
in both detecting and characterizing unauthorized drones. We have designed a RF-based, cost-effective
and passive drone detection system, named Matthan, based on two key physical signatures of the
drones, i.e., body shifting and body vibration, in the drone’s wireless communication channel. In
realizing Matthan, there are many open challenges in wireless sensing and networking, software-defined radio
deployment, network synchronization to passively and accurately detect, localize, and characterize drones.

Drones have been rapidly rising in
popularity as a host of a wide class of
applications including commercial delivery,
photography, environment monitoring,
and fire-fighting due to the advent of
inexpensive commercially available
unmanned aerial vehicles. However,
unauthorized drones are increasingly flying
in sensitive airspace, where their presence
may cause harm, such as crowded events,
airport areas, forest fires, and even jails.
For example, Dubai airport, the third
busiest airport in the world, had to
shut down three times in 2016 to avoid
unauthorized drone activities [2]. A
quadcopter crashed on the White House
lawn [3], raising concerns about the safety
of buildings and political leaders. The
presence of drones interfered with and
grounded aircraft fighting forest fires [4].
A variety of approaches have been
explored to take down the drones. These
include shooting nets at the drones to
tamper with their propellers to bring them
down [5], using lasers to shoot down
drones [6], spoofing GPS to confuse a
drone’s localization system [7], hijacking
the software of drones by hacking into
them [8], using other drones to hunt down
unauthorized drones [2], and even training
eagles/hawks to attack and disable drones

[9]. However, these interdiction strategies
typically presume that the presence of the
drone has already been detected. Recent
work has sought to develop drone detection
systems using microphone, camera, or radar
to sense the presence of drones. Each of
these approaches has its own limitations of
detection range, environmental condition
dependence and interference with sur-
rounding wireless environment.

We have proposed a passive sensing
approach, named Matthan, to detect the

presence of a drone by listening on the RF
communication between a drone and its
controller [1]. Such communication mode
often happens over standard unlicensed
spectrum for which a low-cost COTS
hardware can be utilized for observation. We
have studied the fundamental aerodynamic
and motion control mechanisms of drones

FIGURE 1. Passive RF-based drone detection system.
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to identify two key inherent types of
movement of the drone’s body, namely “body
shifting” caused by the spinning propellers
and “body vibration,” due to navigation/
communication and environmental impact
corrections. The proposed system employs
low-cost software-defined radios (SDRs)

to eavesdrop on wireless channels used in
drone-to-controller communication. We
envision a passive and cost-effective drone
defense system as shown in Figure 1, in
which a passive RF receiving station can
detect the presence of nearby drones.

DRONE DETECTION
Multiple sensing modalities have been
employed for drone detection, including
audio, video and RE Acoustic signatures
from different drones have been collected to
build a database which is later used to give a
decision on drone presence. This approach
has drawbacks of low-detection accuracy in
a noisy urban environment, complexity in
maintaining the database and ineffectiveness
with drone models with noise-canceling
techniques. Visual and thermal signatures have
been utilized to detect the drone in video-
based solutions. These techniques have limited
coverage, and suffer from low-light condition
and line-of-sight blockage due to building [1].
In addition, various RF-based solutions
for drone detection also attract the
attention of researchers. Geofencing is
useful to prevent drones from flying into
fixed areas known a priori as sensitive
[10], but requires manufacturers to install
such software and is less useful to prohibit
drones from flying around temporary event
venues. Radar-based techniques are the
most popular approaches, in which active
radars transmit RF waves and capture the
reflection to determine the presence of the
drone; or passive bistatic radar processes
a received signal from a known source of
transmission and reflected signals from
the moving target. In conjunction with the
usage of abundant Wi-Fi sources as reference
transmitters, multiple algorithms have been
proposed for signal processing in passive
biostatic radar systems, such as MTT and
LS adaptive filters or compressive sensing.
However, there are many disadvantages of
using this approach due to the limitation of
the radar angle, lack of high precision and
expensive system deployment. Moreover,
radar in general introduces interference due
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FIGURE 2. An example wavelet analysis of body-shifting detection.

to active transmissions, which is especially
problematic when there is a large amount
of legitimate packet traffic over RF bands,
such as Wi-Fi, especially in crowded
environments.

BUILDING A COST-EFFECTIVE
AND PASSIVE DRONE
DETECTION SYSTEM

Matthan detects the drone by recognizing
the drone body shifting and drone body
vibration from the drone’s RF communica-
tion channel. Building Matthan is difficult
because of the following reasons:

* Identifying the drone’s unique signatures.
Finding the signatures that uniquely
represent the drone presence, by which
the system could detect the drone at a
long distance and at different weather
conditions, is challenging. These criteria
make active radar, acoustic signature-
based and vision-based techniques
unusable.

* Drone movement to RF translation. The

drone body movement information are

buried in the wireless signal. This limits
the maximum detection range that can
be obtained from the system at different
environments.

The drone physical signatures can happen

at different scales. Different drones create

different signatures of body shifting
according to their controlling mechanism
and accuracy, as well as their physical
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characteristics (weight, structures, etc.).
The signal can be detected at different
magnitudes as well as frequencies.

Interference from other wireless sources.

A mobile access point (AP) carried by a
human walking or an embedded AP on

a moving vehicle (e.g., bus) could create
similar wireless signals to the drone,
which could affect the detection results.
The detection algorithm should be able
to distinguish between the signals from
the static/mobile APs and the signal from
the drone.

* Variety of drones. There are many different
type of drones having different numbers
of propellers, weights, sizes, speeds, and
communication mechanisms.

To overcome these challenges, Matthan
has employed an evidence-based algorithm
taking the input from Wavelet and Fourier
analysis to make the final decision for
detecting the two key physical characteristics
of the drones, i.e., the body shifting and
body vibration.

* Drone Body-Shifting Detection. A wavelet is
a wave-like oscillation with an amplitude
that begins at zero, increases, and
then decreases back to zero. Wavelets
are especially good at capturing brief
oscillations. From the results of our
experiments, we found that the behavior
of the drone body shifting is similar to
the form of a wavelet. This characteristic
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(@) Matthan is able to detect the drone
at a distance of hundreds of meters
with high accuracy.
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FIGURE 3. Matthan’s performance in detecting
a drone at different distances (a), classifying
different drones (b), and detecting the drones
at different environments (c).

will result in high coeflicients when
multiplying the wireless signal with scaled
versions of the mother wavelet. As the
discontinuity (generated by body shifting)
is considered to be an event and happens
quickly in time, the result of correlation
with high-frequency wavelet will be
readily captured. Figure 2 illustrates the
results of wavelet analysis on the captured
RF signal emitting from the drone’s RF
antenna. The coefficients are used to
identify the shifting body events.

Drone Body Vibration. The drone’s
vibration creates a periodic signal that
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(b) Matthan is able to classify 7 different types of drones
based on their body vibration signature.

is well-reflected in the FFT-based
spectrogram. Conversely, a wavelet
transform that is better suited for capturing
transitory phenomena, such as a body
shifting event, is not well-suited for drone
vibration detection. Consequently, we
employ a frequency domain approach

to identifying the presence of the drone’s
vibration signal. From the received wireless
samples, an efficient approximation of

the drone’s vibration frequency is used to
identify the dominant frequency compo-
nent that has maximum power density
through the Short-Time Fast Fourier
Transform (STFT). The STFT analysis

will result in the central frequency of the
vibration. That frequency is used to infer
the phase and the amplitude of the signal.

o Evidence-Based Drone Detection

Algorithm. We design an algorithm to
determine a drone’s presence by first
gathering evidence from multiple sources
that relate to drone body shifting and
vibration, then combine these sources of
evidence to form a binary classifier. The
different forms of evidence are collected
at each time window. The decision is
made based on the number of forms

of evidence that are confirmed on each
window. We sort the evidence based on
its uniqueness as the signature for drones.
All the evidence is combined linearly for
the final decision of detection. That is,
Matthan concludes that a drone is present
only when all the forms of evidence are
confirmed [1].

PERFORMANCE EVALUATION
Matthan was prototyped and evaluated
using SDRs in three different real-world
environments (urban, campus, suburban).
We implement Matthan using the USRP
B200 mini. The USRP board is sampled at
100 kHz to collect wireless samples from
the drone’s communication channel. The
USRP board is configured as a receiver
connecting to a 2.4GHz 20dBi gain
directional antenna. The experiment is
conducted in three different environments,
including a soccer field inside our
university (campus), a parking lot in the
downtown of a city (urban), and an open
field (suburban). In each environment,
the data are collected when the drone is
flying at a different distance with respect
to our receiver. The drone is controlled to
take off and hover within the coverage area
of the antenna receiver’s beam during all
experiments.

We showed that Matthan is capable of
differentiating drone signals from other
mobile wireless devices by achieving high
accuracy, precision and recall, all above
90% at 50 meters. Matthan’s accuracy,
precision and recall varies with distance,
dropping to 90% accuracy and 80 to 85%
precision and recall at a distance of 600
meters (Figure 3a). Matthan’s performance
was studied across seven different drones
(Protocol Dronium, Sky Viper, Swift
Stream, Parrot Bebop, Parrot ARDrone,
Protocol Galileo Stealth, and DJI Phantom)
as illustrated in Figure 3b. Matthan was also
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tested across three different environments,
including urban, campus, and suburban. As
shown in Figure 3c, Matthan obtains 93.9%,
92%, and 96.7% accuracy at urban, campus,
and suburban environments, respectively.

REMAINING CHALLENGES

While Matthan has contributed to the first
milestone on detecting the presence of

the drone based on its body shifting and
body vibration, the challenges in making
Matthan work in real-time, characterizing
the drone structure and detecting multiple
drones at the same time are unsolved. These
challenges are as following:

* Automated antenna steering/beamforming.
Currently, Matthan can only detect the
drone when it is flying inside the coverage
area of Matthan’s directional antenna.
Matthan should also be enhanced to
integrate automated antenna steering

to continuously tracking the drone

and reduce the delay of detecting and
characterizing the drone signatures.
Extending the detection range. Matthan

is currently evaluated using seven
different types of Wi-Fi drones with

a maximum distance of 600 meters.

We wish to expand our experiments

to consider a wider variety of drones,
which use different wireless standards

for communication, and at kilometer
distances.

Localizing the drones. Even though
localizing the drone is not the focus

of the current design of Matthan, it is
definitely a next logical step. In that,
Matthan needs to accurately localize the
drone after detecting it.

Characterizing the drones. While
Matthan illustrates a first step of
classifying different drones utilizing
drone’s body vibration signature, this
signature is not sufficient for a large-
scale scenario. We propose to classify
the drones by characterizing them in
detail, such as cargo load, number of
propellers, manufacturers’ features, and
so on. Such information requires a novel
wireless architecture and method to

realize the idea.

Detect multiple drones at the same time.
Matthan is currently not capable of
detecting multiple drones in the same
vicinity at the same time. We believe that

a multimodality approach of combining
an RF-based, acoustic-based, and video-
based solution in a cost-effective manner
may become a neat solution to make the
system ready for massive deployment to
detect multiple drones at the same time.

SUMMARY

In this article, we have introduced
Matthan, a cost-effective and passive
RF-based drone detection system. Our
system detects the presence of drones by
identifying the unique signatures of its
body vibration and body shifting in the
transmitted wireless signals. The joint
detector integrates evidence from both a
frequency-based detector that indicates
drone body vibration as well as a wavelet-
based detector that captures the sudden
shifts of the drone’s body by computing
wavelets at different scales from the
temporal RF signal. We also envision that
a future drone-defense system could detect
and localize single or multiple drones at
the same time. W
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